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* Multiple stakeholders
* Operators, Vendors, Verticals, Governments

e Lack of

* Harmonized requirements for baseline security
* Specific-vertical risk assessments are not available

* A wide variety of security requirements and robustness levels

* Specific needs for Mainstream/Sensitive/Critical Uses cases,
* European requirements: NIS directive, EECC, GDPR, ePRIVACY, SEVESO,...

* National requirements: equipment authorization (L34-11), Lawful interception
(R226), ...

* Heterogenous vertical requirements: low latency, safety, high availability,
confidentiality, compliance to dedicated business regulation, that are potentially
conflicting and/or interdependent e.qg. Safety vs Security



* Existing/emerging schemes
* Product certification schemes such as EUCC which includes composition, security by design,

secure update, vulnerability handling

* Composition and mutual recognition defined in certification schemes, CC, GP, EMVCo,...
* 5G EU Security Toolbox (NIS Cooperation Group)

Under discussion: Coverage of Al and software update in Product Liability directive 85374-EEC

e Atresearch level

SLA languages that are still fragmented and not yet mature to be integrated in certification
schemes (see SuperCloud project whitepaper)

Risk analysis and On demand security (developed in ODSI project), focus on the need
Smart supervision, trust and liability chain in 5G ecosystem (developed in Inspire G+
project)

Security as a service SECaaS

Abstract interpretation...



Challenges for a certification scheme: Intrinsic complexity

* Massive number components Security requirements diversity in
* 50-100K radio equipment for a single telco sensitive verticals with critical uses cases.
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Offer the highest security levels for all services? NOT an option !!!

* Critical and sensitive use-cases represent less than 20% of the total
usages on 5G infrastructures.

* Mainstream use-cases may not be ready to pay for highest security levels.
* Some security requirements may be incompatible.
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On demand security features: use case driven
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Dynamic system of systems

Multiple dependencies and heterogeneous languages

Evidences, lawsuit,

T liability, penalty, governing
R Y, law...

monnnnd xLAxZ\\ o

e e e

...... e e
e e, N

D
P

e e e

Process and good . \ e e §EAT
practice

D
PR S e

e o ST

FCS_CKM ...

How to break down complexity?
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We have a dream ...

3 levels for
cybersecurity
properties
according to
the use case
criticality

Abstraction \

machine

Language to combine cybersecurity properties
to meet the e2e use case requirements.
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3 abstract levels for cybersecurity properties

Abstract Applicable schemes, Measures (for illustration) Liability up to (for
level standards, regulations, etc. illustration)
(for illustration)
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Insurance company another kind of certification body?

The SERVICE-S1 offers controlled data
sharing between containers
(confidentiality and integrity) by
authorized Users only

VNF1 VNF2

Hypervisor

Hardware

—{VM VM [

Contract between Service User —

Service Provider
Service-Security Objectives and SLA-  ———
maximum liability amount
Operated through/warranted by the
Insurance Company

ﬁ
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- Assurance: EAL4+ (VAN.5) CC certification of the JCP
Risk owner O.FIREWALL
(Operator) "

Secure sharing
D.APP_C_DATA

D.APP_|_DATA
D.APP_KEYs
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The Insurance Company
delivers Insurance Certificates
Insurance Liability up to :
Level 1 (10k€)

Level 2 (100k€)

Level 3 (1ME€)

The Insurance Company
performs

Audit, Pentest and whatever
technics relevant for the use
case.
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Pilot and supervise Industrial plants

F1, F4, F5 and F6 are Customer’s specific functions, operated internally by the customer under its own
responsibility (refer to virtualization and VNF chaining concepts)

: FW 3 party Cloud |IA/ML-toolbox SE HSM Optical Router
(external) (external)
| l l
Build instruction set Customer secret storage Routing instruction
Filtering requests Instruction set consistency

Third party secret management

Request Instructions distribution over the
different machines and plants
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Determine the E2E security strategy

9008 B

FW 3rd party Cloud IA/ML-toolbox  SE HSM Optical Router

(external) (external)
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Get appropriate assurances

! 3 party Isolation service |
I Liable up to 150k€ 1

o |
Seplices liable S € )

Equipement-
EAL3+ (CC

FW

PFS7+QoSS-H CSPN

N

CSA Star level2

PFS1+QoSS-B

EALS+
IA / ML-toolbox Service liable up to 150k
Certified component under HSM
Technical scheme (CC,...) PFS2+QoSS-S
Insurance company Services liable up PFS8+Q0SS-H
guarantees the service at to 1,2M€
the appropriate liability level
EAL4+
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E2E customer service guarantied

Customer orchestrates its service
under agreement with its Insurance Company

R SO

'3
! that guarantees its e2e service up to 110k€ (Level 2)
|
|
Thanks to
Risk evaluation/quantification, Certification strategy, Abstraction \ B
Orchestration of Insurance certificate and Technical certificate. L
Fag
Request Instructions distribution over the

different machines and plants
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Trust model for verticals over 5G?

Our answer:

* an abstract interpretation approach reduces the whole complexity of 5G-ecosystem
and is fully compatible with the EU CSA.

* our Trust model involves Insurance liability scheme to combine certified platform and
non certified services

* our Trust model integrates risk management.

* Open challenges

* Build an “Abstraction machine” that selects only relevant information from certified
product, system and contractual obligations

* Tailor the abstraction levels according to each use case
* Reuse as much as possible existing schemes (technical, organizational and contractual)
* Combine insurance and product certificates, orchestration and abstraction machines
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